
 

 

Alice is a universal platform for monitoring station management. Based on a range of 
functionalities, it encompasses AI, automation and Big Data, which minimize the involvement of 
the operator and move towards replacing the work of employees with software. These 
mechanisms are all aimed at automating the work of monitoring stations and reducing 
operating costs. 
 
The platform integrates all types of monitoring, from intrusion, panic and fire alarm systems, 
locating people and vehicles, through telemetrics (environmental measurements), monitoring of 
field personnel (guards) and telemedicine, to CCTV and vending machines. All this aims to provide 
operators with a universal, integrated working environment, irrespective of the number of 
solutions. In addition to receiving signals, the software supports client billing, account servicing, 
agreement archiving, preparation of summaries and reports, equipment inventory and planning 
security personnel work schedules. It also provides contact with clients, patrols, guards and 
servicemen using the latest channels of communication. The application can be used to protect 
from several hundred to many tens of thousands of accounts equipped with security systems. 
 
I. Monitoring.  
 
Ease of use, ergonomics, automation and efficiency are the factors that we have placed 
particular emphasis upon.  
 
The operator interface is divided into blocks that allow the operator to focus on selected 
functions. In addition, unused functions are hidden after a specified time so as to adapt the range 
of data displayed to actual requirements. 
 
The programme also provides handling of both alarm events and servicing. Shift supervisors 
can prepare a whole range of reports, summaries and analyses on monitoring station operations, 
in addition to having ongoing control of processes. 
 
The overriding aim in developing Alice was to relieve the operator of an excess of tasks in order to 
maximise the number of accounts that one person could manage. The system therefore only 
provides information on incorrect statuses, and conducts the majority of tasks in the background 
so as not to distract the user with an excess of information. It also groups similar events from the 
same account so that they are handled together. The most important feature, however, is that the 
system displays all necessary information on one screen to limit the number of clicks required 
to obtain comprehensive data. 
 
The main task defined for the Alice platform was to integrate all types of monitoring. This has 
been possible thanks to the use of the latest flexible tools for software development. Now, in a 
single environment, we can manage intrusion and panic alarm signals, fire prevention 
systems, medical monitoring, CCTV, personnel and guard monitoring, as well as monitoring 
of vehicles, persons and the environment. Thanks to this approach, we receive all the 
information on a protected account during alarm handling or service in one programme and on 
one workstation. 
 
Functions related to monitoring are carried out on two consoles. The main console covers all 
types of monitoring, and focuses on alarms and service. The second console is designed for 
video monitoring based on images. All consoles have two work modes (bright/dark), thanks to 
which they can be adapted to the user’s visual preferences. 
 
The monitoring consoles are supplemented by a range of WEB tools based on web browsers and 
smartphone applications. 
 
 
1. Automation. 



 

 

 
Automated video patrols. 
Thanks to the built-in image analysis engine based on AI, the programme can recognise a range 
of objects and inconsistencies. All it takes is to select which elements should be monitored and 
set the permissible deviation threshold. From then on the system will verify the image itself and if 
necessary will generate an alarm for the operator to assess the situation. The programme can 
detect, among others the loss of image, partial or complete covering of the lens, camera rotation, 
loss of focus, incorrect numbers of selected objects (e.g. disappearance of objects), the position 
of people (e.g. detecting a person lying down), change of image compared to the template image, 
detection of the presence or absence of a vehicle with a given registration number. 
 
Automated voice notification and call receiving. 
Integration with telephone exchanges using SIP protocols supported by a built-in speech 
generator and a DTMF code receiver enables two-way voice communication with users. 
Incoming calls can also be answered, and information and notifications of alarms or other 
significant events provided. After initial verification, a person can connect to the system to receive 
information about account status (open/closed, or under alarm or service), as well as report or 
cancel alarms and service, receive information about overdue payments, initiate a defined system 
event or action, carry out a command, or start a guard or video patrol. 
 
Advanced automation mechanism. 
The action mechanism contains numerous semaphores and reactions in the field of AI and Big 
Data, which allow user-defined processes to be implemented to automate the work of operators. 
New semaphores and reactions enable for image comparison with the template image, detection 
of selected types of objects, recognition of vehicle registration numbers, detection of people in 
given positions, image blurring, camera rotation, and detection of an obscured or missing image. 
There are also a range of statistical mechanisms that calculate the probability of the legitimacy of 
an alarm, provide the number of alarms in a given period according to a range of criteria, 
calculate the average times for response and alarm cancelling, indicate the people who most 
often cancel alarms, and many others. 
 
Statistical analysis of alarm probability. 
When an operator is handling an alarm, the system displays the probability of alarm legitimacy. 
This indicator is calculated on the basis of a range of data according to the settings for the 
weighting of individual factors. The probability value changes over time along with progress in 
handling the alarm. 
 
Streaming video analysis for object recognition. 
It is hard to miss key elements in an image when the system independently detects and 
highlights them. In-built AI algorithms enable recognition of people, animals, vehicles, 
motorcycles, bicycles, luggage and other objects during live video transmission. 
 
Tagging multimedia recordings. 
All multimedia recordings saved by the system can be tagged manually by the operator, or 
automatically by a special AI module. This classifies objects by assigning them to a particular 
group together with features such as colour or registration number. It is then possible to search 
for recordings according to specific features. 
 
2. Intrusion and panic signals. 
 
The principal system function is receiving signals via the channels LAN/WAN, GSM 
(SMS/GPRS/LTE), radio and commutated lines (PSTN) based on several dozen protocols 
(including Ademco 4/2, Contact ID, SIA) for over 100 base stations. Practically every popular 
device on the market is compatible with the Alice system. 
 



 

 

Signals via many channels and from many devices can be grouped for one protected account. It 
is also possible to divide devices so that part of the signals are assigned to one account, part to a 
second account and the remainder to both. Signals are assigned to accounts on the basis of 
masks, which, thanks to the use of special characters, makes the process of preparing a 
definition for a new device extremely fast. The system also has ready built-in device definitions, 
which can be used to streamline the process of creating new templates. 
 
The system is equipped with a wide range of functions based on analysis of signals received or 
not received within a defined time period. These go from analysing test signals divided into 
various channels, through account opening and closing times, testing if too many signals have 
been received in a given time period, to verifying whether an employee has reported in at a 
defined time. 
 
As the programme analyses incoming signals, it divides them into information events and alarm 
events. An alarm event can be not only the receiving of defined signal, but also an analogue 
reading that is off the scale (e.g. low battery level), or the status of another device (e.g. signals 
from DVR analytics are only considered to be alarms if the alarm system in the same building is 
reported as armed). 
 
3. Fire prevention systems. 
 
The programme can be used to receive signals from fire prevention systems and if necessary 
automatically switch on sprinkler systems and smoke extractors, or remotely open doors for the 
emergency services. 
 
Integral to the platform is an easy-to-use end device for fire brigades and the police, to which 
information about incidents can be sent. The end devices are used for receiving account data and 
for confirming response to an event. For safety, the data is automatically replicated on the device 
in use. Thanks to this, if there is a problem with automatic transmission or the internet connection, 
it is also possible to give information about an event by telephone, while at the same time 
ensuring local access to vital data. 
 
4. CCTV 
 
The platform includes two independent modules that enable video verification (Monitoring 
Console), and video monitoring (Video Console). 
 
In both modules, we have access to recordings from a range of DVRs, cameras, intercoms and 
VMS class programmes from various manufacturers. Cameras can be integrated into the 
programme using native libraries provided by manufacturers via ONViF and RTSP or as a last 
resort through the web browser built in to the software. The system is compatible both with 
standard cameras as well as thermal imaging cameras. 
 
At any moment, the operator can view the current and historical images from a selected camera. 
What is more, during an alarm the recording that preceded the alarm can be displayed 
(prealarm). The image can be displayed on the main screen or on an additional monitor. 
 
If the history for several cameras is displayed, we can monitor the recordings at the same time for 
all selected devices. It is also possible to retrieve archive recordings immediately or at a defined 
time. 
 
Cameras equipped with PTZ and a zoom function can be controlled directly from the application 
by selecting the appropriate view using the on-screen buttons. The camera can also be controlled 
via a pad equipped with a joystick. 
 



 

 

Additionally, installing cameras equipped with speakers and microphones enables two-way 
voice communication with the monitoring station. This is the ideal solution for accounts without 
personnel on guard duty on site 24 hours a day, and makes it easier to react to threats in the form 
of unauthorised people entering restricted areas. In such cases, an additional feature is the option 
to connect Alice to intercoms and remotely verify people before allowing them to enter an 
account’s premises. 
 
The source of an account alarm can not only be signals from typical alarm systems, but also 
signals from video analytics. The platform can receive signals reporting a line being crossed, an 
increase in temperature, a car number plate reading, a left item, a loss of image, a recording 
device disk fault and many others, on the basis of which alarms are generated. 
 
Full CCTV integration is ensured by video patrols. Video patrols allow the situation at an account 
to be verified at defined intervals without sending a member of security personnel, as well as 
enabling the current image to be compared with the template image. The result of the comparison 
is saved in the database. While handling the alarm, the operator can be supported by flexibly 
defined procedures that lead them through the process step by step. In addition, graphics tools 
can be used to highlight elements that should be paid attention to on the template image. 
 
The Video Console can display images from 36 cameras simultaneously on one screen. It is also 
possible for one workstation to handle four monitors, which means that 144 cameras can be 
displayed by one computer. Each camera is a separate process, thanks to which any connection 
problems have no influence on the image from the remaining cameras. If we add to this an 
unlimited number of active consoles and dispersed image processing without the use of the 
main server, we achieve practically unlimited possibilities for system expansion. 
 
To avoid false alarms, an arming and disarming simulation has been introduced for devices that 
are not equipped with this function, allowing alarms to be ignored if authorised persons are at an 
account. 
 
5. Location of people and vehicles. 
 
Current and historical geographical positions are received, archived and displayed on maps 
directly in the software. The platform receives signals from vehicles and from personal locators 
used by minors, patients or field personnel working in dangerous locations. 
 
The system not only receives and archives location data, but also monitors the presence of 
vehicles and people in designated zones. By linking these zones to calendars, we can generate 
an alarm when a tracked account breaches the rules for moving within a defined area or time. 
 
There are a range of options for reporting the presence of an account in the wrong location or for 
when a panic button is pressed. These can automatically inform selected people via SMS text 
message, or by email with a link to a page with a map related to the alarm and the current 
position. Account position tracking is also possible using the dedicated smartphone application. 
 
6. Telemedicine. 
 
In response to the challenge of caring for an ever aging population, we have equipped Alice with 
functions for communicating with devices such as life bands. In addition to standard functions 
related to receiving medical alarm signals and geographic location, we allow for the gathering of 
data on vital body signs. The flexibility of the system enables us to react to pulse readings, 
temperature, lack of movement, a fall and any other signals transmitted from the device. 
 
7. Environmental monitoring and meter readings. 
 



 

 

Apart from receiving simple information such as defined limits for a device being exceeded, 
reading and analysis of analogue values are included in the basic functionality of the Alice 
programme. Whether it is temperature, humidity, engine speed, object velocity or electricity 
supply, all the data collected can be received and analysed by the system. 
 
Permitted values for analogue data can be defined in the system, and any incorrect values 
immediately reported to the operator. Different types of summaries and reports in the form of 
graphs can also be prepared on the basis of archived data. 
 
The built-in mathematical formula editor automatically calculates values and units from one 
scale into another. Thanks to this, even if the temperature is measured in volts, the operator 
receives values in Celsius or Fahrenheit. 
 
Current reading values can be displayed as easy-to-understand icons representing various types 
of meters or switches. The icons can be used to manually control these devices. Of course, the 
system can also automatically control devices according to pre-defined rules. 
 
8. Access control. 
 
One of the basic functions of the system is the receiving of signals directly from access control 
and work time recorders. Alice automatically links received signals with the relevant people 
based on RFiD, NFC, QR-Code identifiers or on the unique number assigned to each user by a 
device. 
 
Current information on entries and exits can be displayed on the account floorplan thanks to 
active elements such as access control readers. These can simply be clicked on using the 
mouse to display information about the last person to pass through a door, together with a photo 
of the person. 
 
If that is not sufficient, we can use a special module via a web browser to register people and 
vehicles entering and exiting the account premises. 
 
9. Vending machines and electricity meters. 
 
Sales of products through vending machines requires a quick response if products run out or the 
cash box becomes full. All this data can be counted in the form of incremental impulses or 
reduction in the value of a defined counter. A too high or low value can generate an alarm, with a 
notification being sent to the appropriate person. Thanks to this we can react in advance to low 
levels of products in vending machines.  
 
A similar mechanism can be used for collecting information about electricity meter readings. 
Impulses can be counted by the software, and if permitted levels are exceeded we can instruct 
the system to remotely switch off given devices. 
 
10. Response team management. 
 
Using an additional screen, we can manage response teams equipped with special smartphone 
mobile terminals. In one place we see which vehicles are active, where they currently are, what 
their status is and which personnel they comprise. We can select the vehicle we are interested in 
and send it to respond to a chosen alarm. 
 
Special smartphone software allows the response team to accept an alarm and to locate it on the 
map. The simple, highly intuitive interface provides basic account information, together with the 
option to download a list of the most recent signals. 
 



 

 

In addition to alarm handling, the application also manages routine account patrols. This service 
can be provided as the system automatically generates an account patrol and registers when it is 
correctly carried out. 
 
11. Communication. 
 
Integration with telephones using TAPI and SIP interfaces provides a wide range of possibilities 
for connecting to existing telephone infrastructure. Thanks to such integration we can 
automatically dial numbers to people from the account and also accept incoming calls. For the 
latter, if the number is found in the database, the name of the caller is displayed on the screen. 
 
All VOIP calls carried out using the SIP protocol are recorded at the operator’s workstation and 
can be archived along with the alarm. 
 
In the case of some telephone exchanges we can automatically redirect identified calls to the 
workstation that is handling the account alarm. 
 
In addition to receiving and making voice calls, the programme also allows us to send SMS and 
MMS text messages with camera images, as well as emails. Messages can be sent 
automatically in pre-defined circumstances, or manually by the operator. The programme is 
compatible with several types of GSM industrial modems and popular SMSC gateways. 
 
Clients who prefer access via the internet or smartphone have two independent end applications 
that allow them to view selected data from protected accounts, including signal history, meter 
readings, financial billing status, agreements, cameras, geographical location and account 
floorplans. An additional option is reporting changes to data, which after confirmation by the 
administrator are automatically entered into the database. 
 
II. Service.  
 
One of the processes handled by monitoring centres is alarm system service and maintenance. 
Every operator can temporarily switch an account into service mode and assign it a selected 
technician. An account that is in service mode does not generate alarms. When the service is 
completed, the account automatically enters protected mode, and the operator can issue a report 
for billing that sums up the work carried out. 
 
A unique feature of the system is the option to put selected alarm signals into ignore service 
mode. Thanks to his function, critical infrastructure accounts can send panic signals even if 
technicians are still working there. 
 
During maintenance, Alice itself can check if all required signals have actually been received, 
and indicate what should still be sent in order to finish checking the account. 
 
The person managing the technical department has a special console for handling tasks related 
to service, maintenance, installation, modernisation and deinstallation of alarm systems. 
Every task has its own document type that contains information on the client, the account, the 
request date, the completion date, tasks to be carried out and those already completed by the 
technician. 
 
In addition to a technical section, these documents have a range of fields to facilitate client billing. 
Devices handed over to a client can be tagged together with their price, and working time and 
even the number of kilometres travelled can also be entered. On the basis of this data, the 
programme will itself calculate the cost of the service. 
 



 

 

Authorised persons can use the manager’s module to view account data, together with contact 
persons and signal history for a selected period. 
 
All key processes can be checked, and the manager has a range of summaries for accessing 
information about the work of the technical team. Summaries allow us, for example, to view the 
number of tasks completed by individual employees, as well as statistics showing the waiting 
time for work to begin and the completion time of the service itself. There are also summaries of a 
purely technical nature, such as a list of silent accounts in a given period. 
 
Technicians equipped with a smartphone application can view the tasks assigned to them, report 
the start and end of work, fill in documents, or view the list of signals received by the monitoring 
station. The application speeds up the completion of tasks, thus reducing costs related to 
involving the monitoring centre operator in dealing with technical personnel. 
 
Confirmation by the client of work completed no longer requires printing a document to be 
signed. From the beginning to the very end, documents can now be entirely in electronic form, 
and clients can submit their signature on a smartphone screen to confirm completion of the work. 
 
III. Billing.  
 
Preparing invoices is a tedious and repetitive process that is exposed to human error resulting in 
mistakes in calculating payments for services. With Alice, the whole process can be automated 
thanks to a special console for streamlining client billing. 
 
When we define a client and an account, we assign pricelists to them. Every pricelist can contain 
many different payments, both those generated regularly - such as subscriptions, as well as one-
off payments - for completed tasks. The mechanism is also equipped with a range of discount 
options, for example, response team interventions are only counted above five interventions per 
month, or a client signs an agreement for two years and for the first six months only pays half the 
subscription fee. 
 
After initial verification in a special console, all generated payments can be exported to 
accounting software. This removes the need to manually enter payments calculated in the Alice 
application into external programmes. It is also possible to import information on payment of 
individual bills, and to synchronise client data with the billing programme. 
 
When handling an alarm, the operator has information available on whether the client is in arrears 
with payments. This information is displayed without the amount. The operator can also generate 
a one-off payment for a non-standard service. 
 
IV. Physical protection. 
 
In addition to handling electronic security systems, many monitoring centres also monitor working 
time and plan work schedules for physical protection personnel. One aspect of such tasks is the 
preparation of duty schedules and the calculation of staff salaries once they are completed. Alice 
is equipped with a special console for planning schedules and then for verifying actual work start 
and end times, staff leave and periods of illness. 
 
For each account we can define rules and required staffing at guard posts. We decide how many 
people have to be on duty on which days and between which times. The system indicates as we 
are planning whether we have met the requirements, and whether we have reached the required 
number of hours and possibly need to add an additional employee. 
 
Apart from verifying that the conditions for the number of personnel on duty based on agreements 
are met, the programme also monitors and informs us about regulations guaranteed by labour 



 

 

law. Basic programme functions include providing information on the number of planned hours for 
an employee in relation to their contracted hours, ensuring that the break between shifts is not 
too short, and checking that one person is not assigned to be on duty at several guard posts at 
the same time. 
 
Data on the actual duty schedules completed can be entered manually by the guard post 
supervisor. This data can also come from readings obtained from integrated access control 
devices and smartphone mobile consoles, as well as from a special web browser environment 
application. 
 
Manning guard posts that also serve a reception function requires personnel to provide 
additional services for the client. This can include maintaining a guest register, a key register, or 
reporting incidents. These tasks can all be done using the website-based module included as 
one of the system elements. What is more, the same console can be used to maintain an 
electronic duty roster. 
 
One of the tasks of physical protection personnel is to carry out regular patrols. The programme 
controls the work of specialist devices and also provides a built-in solution for smartphones for 
the reading of NFC tags. Patrols can be carried out according to a given route or in any tag order. 
Patrol start times are set by the calendar assigned to them. 
 
Through the monitoring console, the programme provides remote reception services at times 
when there are no reception staff on site. This uses communication with intercoms and can also 
be used to carry out video patrols at an account. 
 
V. Agreements.  
 
Client agreements and all other documents related to an account can be stored within the 
system in a special document repository. Documents can be in the form of scans in one of 
several accepted formats, or can be prepared using the word processor built in to Alice. 
 
Apart from their content, agreements contain additional information on the people responsible for 
signing them and for their completion, their validity dates, and information on possible penalties 
incurred for early termination. 
 
Special markers on the agreement template are automatically filled in when the document is 
copied to an account. In this way, the agreement acquires unique features depending on the 
client, the account and the agreement itself. 
 
The program is also compatible with external JPEG and PDF documents without the need to 
install additional tools. 
 
VI.  Inventory.  
 
Every device that send signals to the monitoring centre, and every item of equipment linked to 
account security can be registered in the system. 
 
Alice collects information on serial number, length of guarantee, purchase and sale prices and the 
period of use. Additional fields can also be added, such as GSM transmitter SIM card numbers. 
This data can later be included in summaries. 
 
When devices are moved from one account to another, a register is created allowing full device 
history to be tracked. 
 
 



 

 

VII. Reports and summaries.  
 
The large number of summaries and reports built in to Alice provide both standard users, 
managers and end clients with access to a whole range of information necessary for taking 
appropriate decisions. 
 
Clients most importantly receive access to the history of received signals and the actions taken 
by the monitoring station. They can also obtain information on alarm handling in the form of 
descriptive reports, which may include photos. 
 
Users can access information depending on the position they hold. This can include client 
arrears, the number of interventions made during a shift, warehouse stock levels and signal 
history. Depending on its functionality, each module contains from several to a dozen or more 
default summaries. 
 
Managers receive global summaries containing all the data gathered by the monitoring centre. 
This can be data on the number of alarms per hour, the time for completion of individual tasks by 
servicemen, the financial result achieved in a given month on the basis of payments generated in 
the system, or any other summary prepared using the special summary creator. 
 
The summary creator can either display selected data or summaries showing the maximum, 
average and minimum values. Such summaries can be exported as tables or as files in HTML 
format and saved or sent by email. Some summaries can also be displayed as graphs. 
 
VIII. Administrative tools and security. 
 
The entire system is continuously monitored by the central module, which fulfils the role of 
watchdog and black box. The system administrator can connect to it at any time, even remotely, 
via a special module in order to verify the operating status of the whole system. These 
connection tools can also be used to configure individual modules and manage users. 
 
Any problems that arise can be communicated to the system administrator via SMS or email. 
 
Alice is based on a professional and efficient Ms SQL database. This stores the data from all 
protected accounts, and it is therefore extremely important to ensure it is secure. For this reason, 
the system comes supplied with a tool for making back-up copies and for carrying out other 
maintenance. The tool is also used for updating the database for newer versions of the system. 
 
System users can be defined in the programme, but can also be verified on the basis of roles in 
an external repository - Active Directory. 
 
All communication is encrypted in order to ensure protection from eavesdropping and packet 
switching. 
 
IX.  Other functions. 
 
Alice is one of the most comprehensive programmes designed for monitoring centres. It is 
equipped with hundreds of specialist functions and has a highly flexible configuration. This means 
it can be adapted to suit the procedures of practically any organisation. However, the strength of 
the solution is not only the configured default mechanisms, but also the whole engine, which 
executes automated scripts known as actions. These actions react to sequences of events and 
automatically initiate responses, thus relieving the operator of repetitive tasks. The actions include 
automatic alarm SMS notification, sending reports at the end of every month, or opening a barrier 
after reading a vehicle number plate, to name just a few. The user decides themselves what 
should be done by the system and how. 



 

 

 
Apart from its broad functionality, during the development of the Alice platform, we paid careful 
attention to the security requirements expected of such class of systems. These cover aspects 
related to reliability and stability, as well as security in terms of protection against unauthorised 
access to data. Examples of some of the elements that guarantee the solution enjoys a high level 
of security include architecture based on independent modules, a multilayer structure, 
monitoring of module operation and logging of all events, a proprietary communication protocol 
supported by encryption, and comprehensive user password management. 
 
The application allows independent instances to be installed on separate computers, and can 
also operate based on cloud-based servers while ensuring access to only a designated group of 
accounts. Thanks to this solution, it is possible to work either using a local installation, or by 
dividing one platform between a group of monitoring centres. 
 
For contracts that include accounts dispersed over a considerable geographical area, we can 
make use of the subcontractor mechanism. During an alarm, one Alice installation can share 
data from a given account with another installation. Thanks to this solution, our subcontractor can 
handle the event while we retain full control over every stage of the intervention. 
 
It is also worth emphasising that the whole system was developed using the latest programming 
tools, and that the main modules are fully 64 bit. 
 


